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Chapter 1

Overview i what is Protection!

Protection! is a licensing toolkit for Java that ensures that users adhere to the terms of

your applications' licensing agreements. Protection! lets you embed powerful license

reading and validation code into the components and applications that yo u sell,
preventing unlicensed use of your software.

Protection! locks out unlicensed users, and ensures that licensed users can only access
those features that they've paid for. Whether you license your software on a per seat
basis or per running copy bas is, you have complete control over the number of copies
that can run simultaneously.

Protection! Licensing  Toolkit ensures that the license was issued for the correct product ;
that only the licensed features are available ; that the license has not expired ; that the

user has accepted the  terms of the license agreement; and that the proper numbers of

copies are running on the network.

Protection! locks out the pirates. This comprehensive toolkit for Java solves today's
complex licensing challenges. The prog ram minimizes users' ability to make
unauthorized use of your applications, and frees you to work on the core functionality

that makes your applications great.

Protection! Licensing  Toolkit has two editions: Standard (will be referred to, in this User
Guide, as Std) and Professional (will be referred to as Pro) and several additional
applications designed to provide developer/publisher with most complete protection and

licensing environment. For additional Protection! applications see the corresponding
top ic later in this manual.

Pr ot e c t mamfeatldes:

e Quick and easy embedding into custom applications or components with the ability
to get full control of license reading and validation.

e Ability to specify an unlimited set of application features, who se usage is permitted
according to the supplied license.

e Ability to specify an unlimited number of application editions (i.e., Basic,
Professional, Enterprise, etc).

e Licensing Server and Licensing Server Management Console applications.

e ANamed Us esing mddeél cs¢hat lock the license to a network card MAC address
or other, user -definable attribute.

e iFl oating User o ¢ aloweng multiplg comarrénd Users with the same

license.

Trial version(s) support.

Date based expiration models.

Usage ba sed expiration models.

OGce Peri odo support wherei n puibdsedsditwarecanadfines ubscr

a specified number of days or usages past a payment deadline before service stops.

Serial Numbers support.

e Ability to embed a license into the app lication to allow CD distribution of trial and/or
evaluation versions.

Protection! User Guide v4. 6
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e Ability to discover patched application parts.

e License Activation Support and Activation Grace Period Support

e License Deactivation Support

e Powerful Control Center application to all ow easy maintenance of products and
licenses.

e Web Services Support, which gives developers the ability to visually specify
properties for Protection! Pro Web services applications, including general, plug -in,

database options, e -mail and e -mail templates.

e Powerful Back -End Development Support, offering a default implementation as a
foundation for easily building custom back -ends that are exported through Web
services.

e Plug-ins Support to allow easy extension of default implementations.

e Multiple Feature Conf igurations that are linked to the specific type of license and
state granted to the user. This feature enables the creation of multi -level software
products (e.g., Basic, Standard, or Scientific), each with its own rules (e.g.,
Commercial, Evaluation, Exp ired Commercial, Expired Evaluation, Invalid License,
etc.)

e Powerful Licensing and License Activation Wizards to simplify rules for license
activation, evaluation, and upgrades both online and offline.

e Powerful Resolver feature that can be used to intercep t and fix any issue that occurs
during license reading and/or validation.

Protection! User Guide v4. 6
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Chapter 2

Welcome to the Protection! Licensing Toolkit

2.1 Compatibility with earlier versions

Protection! v3 can read product storages from Protection! v 1 and v 2 without a ny
changes to the product storage. There is no special procedure needed to open
Protection! v 1 and v 2 product storages.

2.2 Who should use this guide

This guide provides information to

e Assist developers interested in using the Protection! Licensing Toolkit to secure their
application and to utilize various licensing models supported by Protection! For a
quick start with Protection! see online videos .

e Assist sales staff during li  censes generation.

2.3 Related Documentation

For additional information on using Protection! see Protection! Developers Guide and
Protection! FAQ documents.

If you require more technical information about Protection! refer to the Protection! API,
avail able from the  jProductivity web site  and via ProtectionDoc.jar

2.4 Accessing documentation online

The following URL links provide access to the Protection! online tech nical documentation
giving you greater understanding of the Protection! Licensing  Toolkit :

Protection! APl (HTML)
Feature Matrix (PDF)

User Guide (PDF) (this guide)
Developers Guide (PDF)

FAQ (PDF)

2.5 Privacy policy

jProductivity is committed to protecting your privacy. We do not use techniques that
collect personal information without your knowledge. We will not transfer your personal
information to a third party for any reason without your consent.

Protection! User Guide v4. 6
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2.6 We welcome your comments

We are interested in improving our document ation and welcome your comments and
suggestions. You can email your comments to us at: protection@jproductivity.com

2.7 Protection! Applications

Protection! provides the following core applications:

2.7.1 Protection! Developer Control Center

Protection! Control Center offers a central location for Product Management, License
Generation, License Maintenance and generation of the corresponding code Snippets as
ready -to-use Java implementation files, License deployment and Protection! Web
Services application configuration. Protection! Control Center allows the developer to

manage an unlimited number of products and product feature sets.

2.7.2 Protection! Sales Control Center

Protection! Sales application designed for the companies' sales team . Protection! Sales
provide Protection! Control Center with complete licensing functionality and hides all of

the developer -oriented features. With Protecti on! Sales users are able to work *only*
with the existing products storages.

Protection! Sales also extend Protection! Developer functionality by providing additional
sales related functionalities like Validating Deactivation Key dialog box. All of the
Protection! Sales only related functionalities are identified later in this guide.

2.7.3 Protection! Builder Utility

This new command line utility allows building various Protection! resources. Protection!
Builder Utility allows for the use of various build  systems (i.e., Apache Ant ) and scripts
to automate assembling of protected applications. This utility allows building:

e Protection! Launchers using specified configuration and optional target.
e Integrity modules using s pecified configuration and optional target.
e Protection! Web Services application.

2.7.4 Protection! Backend

Protection! Backend is designed to automate all of the manual licensing functions as well
as provide the ability to tie Protection! Backend to *ANY* back - office systems (CRM,
SFA, Databases, ERP, etc).

Protection!  Developer Professional includes the ability for developers to architect,
implement and test their backend solution without the need for a commercial
deployment license.  The following are f ew limitations that will be applied
e Everylicense generated  will have an embedded expiration
e Protection! Backend cannot be deployed to any production environment and can only

be used in the development environment

To deploy Protection! Backend Applica tion for commercial use a valid Protection!
Backend Deployment license needs to be purchased.

2.7.5 Protection! Licensing Server

Licensing Server is a new Protection! sub -system responsible for distribution of licenses
and for tracking of the concurrent us e of licenses. The Licensing Server application is a
10
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turnkey solution that is deployed inside the customer's network. It can be run as a

Windows service or as a UNIX daemon. The main features of the Licensing Server are:

e Support for Floating and Named User models by tracking licenses usage using the
concept of license lock (acquire) and unlock (release).

e Ability to revoke license locks sessions to force client applications to unlock (release)
licenses.

e License |l ock sessionb6s expi leasihgiobthe license leck whenw cor r
the client application is not responding or the network (connection to the Licensing
Server) is down.

e Ability to host and to distribute an unlimited number of licenses for an unlimited
number of products.

e Ability to allocat e licenses for specified users and/or user groups.

e Ability to control access to the Licensing Server by using access control lists
(whitelist and blacklist) for any types of operations.

e Ability to remotely monitor and manage the Licensing Server via suppli ed
Management Console application.

2.7.6 Protection! Licensing Server Management Console

The Management Console is a GUI application intended for remote monitoring and
management the Licensing Server(s). The main features of the Management Console
are:

e Aut hentication and authorization per Licensing Server with the ability to maintain the
Licensing Server users.

Support for multiple Licensing Server connections.

Ability to discover running instances of the Licensing Servers via network broadcast.
Ability to  maintain access control lists.

Ability to view licensing statistics and server statistics.

Ability to disable/enable any licensing activities.

Ability to shut down the Licensing Server.

Ability to visually monitor current license sessions.

Ability to revok e specific license sessions.

Ability to maintain license storage S.

Ability to maintain license users/groups

Ability to allocate licenses for specified users and/or user groups.

2.7.7 Demo Calculator Application

Demo Calculator is simple straight forward i mplementation of Protection! designed to
illustrate quick how -to. Demo Calculator is a demo only product outlining basic
Protection! principals and usages. In no way Demo Calculator could be considered as a

complete licensing solution.

2.8 Finding Information

2.8.1 Overview

Protection! online Help is your comprehensive guide to work with the Protection! Control

Center modules. As you work with Protection! Control Center, you probably already

know what business task you want to accomplish 0 such as building and managing your

products, creating and sending licenses to your end -users, and performing other

|l icensing activities. Protection!és Help and guid
The types of documentation you can expect to find to help you with Pr otection! include:

e F1lHelp i context -sensitive help forall  the Screens and dialog s.

11
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e Help Contents 1 step-by-step instructions with a table of contents, an index, and
search.

e Manuals i on-screen versions of the printed documentation that you can read us ing
Adobe Acrobat Reader.

Whet her youdre | ooking for help using a particul a
on how to perform an activity, you can al ways fin
Help. Protection! Help provides not only step -by - step instructions for each module, but

also detailed descriptions of every control in every dialog box and Screen. Each

Protection! module has its own Help. To find out how to use a module, select Contents

from the modul eds Hel p me n ueemoordiafg boxs Is adBitiontothe any Sc
Protection! Userd6s Guide (this manotherldjcymen®ationt e ct i ¢
and guides:

e Protection! API (HTML)

Feature Matrix (PDF)

User Guide (PDF) (this guide)

Developers Guide (PDF)

FAQ (PDF)

2.8.2 Press F1 for Help

If you com e across a Screen or dialog s you don't know how to use, press the F1 key to

see brief descriptions of the Screen or dialog box options. Frequently, help topics have

convenient links to related step -by-step instructions. From the Help Screen you can

search t he modul ebs Help for information on oth&r Sc
simply enter a keyword. Or, if you prefer to find information using a table of contents or

index, click the Help Topics button in the Help Screen.

12
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® Protection! Developer Control Center - Application Help =] 3]
File Edit Wiew Options Help
§ e Back b i T ew - BEgR FS S HEE
Screens Help
(’\? Provides help For the application
lcense Toc Protection! Overview
< Wihat's Mew Protection! is a licensing framewaork that can be embedded into custorm applications
‘. Protection! Framewark or camponents anly allowing the permitted use according to the supplied license.

License Storage

o

Products

Inkteqgriky

% Concept

* Protection! Process
-3 Conclusion

“ Protection! Contral Center
- Inkroduction

[+ License Screen
[+ Products Screen
[ CRC Screen
[

v i@ Licensing Facads Configuration Dialag

% Managing License Aliases

: ‘. Protection! Licensing

-2 Licensing Assistant
¥ Activation Assistant

- Deactivation Assistant
¥ Kniown Issues and Limitations
- Feedback

Protection! Licensing Framewark has two editions: Standard {will be referred to, in this
User Guide, as Std) and Professional (will he referred to as Pro).
Protection!'s main features:

@ Quick and easy embedding into custam applications ar components with the
ahility to get full control of license reading and validation.

@ Ability to specify an unlimited set of application features, whose usage is
permitted according to the supplied license.

@ Ahility to specify an unlimited number of application editions {i.e., Basic,
Professional, Enterprise, ete).

@ Prol- "Mamed User” licensing model that locks the license to a network card MAC
address or other, user-definable attribute.

@ Prol- “Floating User” licensing model allowing multiple concurrent users with the
same license.

@ Trial version(s) support.
& Date based expiration modeals.
@ Prol- Usage based expiration models.

@ Prol-"Grace Period” support wherein publishers of subscription-hased software
can define a specified number of days or usages past a payment deadline before
senvice stops.

@ Prol- Serial Humbers support.

@ Ahility to embed a license into the application to allow CD distribution of trial
andior evaluation versions.

@ Ahility to discowver patched application pars.
@ Prol- License Activation Support and Activation Grace Period Support.

[

CiisrciDemoCale. products

Each Protection! Control Ce

nter module has its own online Help that will provide you

with step by - step instructions. You can look up Help topics the same way you would in
a book & the table of contents lists the topics in a logical order, and the index lets you

look up topics by keyw

word or words in any topic.

e To Search for topics by any word or words
words you are

indicates

how many times

2.8.3 Read the Protection! Guides Online

Adobe Acrobat or Acrobat Reader. Having the Protection!
the advantage of full

and any cross -references. To access the online guides

like to use.

2.8.4 Premium Support

ord. Protection!és Help also | ets
e To open the Help Contents for a module: In any module, select Help.
In the Search tab, type the word or
looking for and click  the Enter key . Help lists the matching topics and
the searched word was found in each topic.
A typical installation of Protection! includes manuals that you can read o nline using
manuals in this format offer
-text search, as well as hyperlinks on the table of contents, index,
e Fromthe Help menu, select the guide you would like to use. Tori
e From the Start menu, select Programs > Protection! > select the guide you would
Get Premium Support and Upgrades subscription for Protection! Licensing Toolkit and
add even more power to your application protection and licensing solutions. With
13
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Premium Support you will receive a full year of phone and email support. Your
subscription also includes free product upgrades; help with custom code extensions,
along with fas t answers and how -to assistance. For more information see Protection!

Support pages

29Where to Go from Hereé

In a typical installation of Protection!, the Protection! setup program creates several
complete sample projects for a fictitious application called Demo Calculator. This Demo
application is designed to be used as an environment in which you can learn how to use
Protection! and explore Protection! in a safe training g round. Using the example of
Demo Calculator you can follow tutorials that take you through examples of how to use

the various components of Protection!.
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Chapter 3

Protection! Licensing Toolkit i How it works

This chapter outlines the basics and the major concepts of Protection! Licensing Toolkit
and gives a quick overview of the components of Protection! Control Center.

Protection! Control Center offers a central location for Product Management, License
Generation, License Maintenance, and generati on of the corresponding code Snippets.
Control Center allows the developer to manage an unlimited number of products and
product feature sets. All the functionality of Control Center is exposed through the
following set of Screens:

e License Screen 1 provid es the ability to create and maintain licenses.

e License Storage Screen 1 provides the ability to create and maintain license

storages .
e ProductsScreen i provides the ability to maintain produ
e Integrity Screen T provides the ability to prepar e information required to implement

Integrity checking.

e Help Screen i provides the ability to get help for Protection!

3.1 Key Concepts

3.1.1 Protection! is a Framework

The key concept of Protection! is to verify the presence of a valid license required by the
product as well as to prevent license tampering. Protection! Licensing Toolkit is a set of
Java classes that need to be embedded into the custom application in order to allow

only authorized use of the application. Authorized use of a custom applic ation is based
on the supplied license. Protection! Licensing Toolkit gives application developers full
control over the license checking and validation mechanism. Protection! classes provide

all the necessary functionality to allow license discovery, lice nse reading and validation,

as well as several other utility functions such as the ability to implement and further
check Integrity for desired classes/resources in order to avoid malicious application
patching.

3.1.2 License File

License File represents a  way to transfer the appropriate rights to the end -user for use
of a particular application. Protection! License File is implemented as an encoded file

that contains information about the product, version, license type, etc. Protection!

License File can ei ther be bundled with the application and loaded as a resource, or be

located anywhere in the file system. The license File, generated by Protection! Control

Center, is a strongly encrypted file ensuring that no one can break its protection by the

simple re -generation of the license file. To meet this goal, a non -symmetric cipher
algorithm is used where keys used to encrypt and decrypt the license are different. This

approach makes it impossible to restore the private key by having knowledge of the

public ke y and vice versa.

3.1.3 Protection! Control Center

Protection! Control Center offers a central location for Product Management, License
Generation, License Maintenance and generation of the corresponding code Snippets as
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ready -to-use Java implementation f iles, License deployment and Protection! Web
Services application configuration. Protection! Control Center allows the developer to
manage an unlimited number of products and product feature sets.

3.1.4 Product Storage

Protection! Control Center saves the entre Product ds dat a i n a sin
*, products extension called Product Storage . The user can create as many product

storage files as necessary.

oSy

3.1.5 Secret Storage

Secret Storage provides a way to persistently and secretly store various and im portant
information about the application. Secret Storage can also be used to store various

actions performed by the end -user. The following information is currently stored in
Secret Storage:

e First encountered expiration time (to prevent unauthorized use b y getting a newer

evaluation licenses).

e A flag that specifies whether the user has accepted the terms of the license
agreement (this could be used in order to suppress showing such a dialog at
application startup).

Protection! és def aul t videsmkilé anu/ernRrefetencesnbasedr secret
storage and Protection! is able to generate the appropriate code in the Code Snippet to

employ these secret storages. If a Preferences based secret storage is chosen then
developers must specify an appropriate Sys tem or User preferences node where the
Secret Storage information should be saved (e.g. com.mycompany.pref ) where .

denotes a new child node ( eg. icom. mycompany.orgo would be t|
foll owi ng som/mycompany/ori 0) Not e:  SRreferenkesv aspecification

for additional information on proper node naming conventions. Because Protection! is a

framework - application dev elopers are free to provide their own implementation of

Secret Storage. Protection! supports working with several Secret Storage files at a time

in order to provide greater redundancy to protect the data.

3.2 Protection! Process

Protection! Process consi  sts of the following steps:

3.2.1 Reading a License

Protection! 6s |l i cense support Subsystem i s rescr
validating the license, providing access to the license file and firing notifications during
the license load process (e.g. when the license is valid, missing or invalid).

License reading is performed using the following simple steps:

1. Locating the License. If it is determined that the required license is missing, the
developer can call the Resolver mechanism in order to attemp t to resolve the
missing license issue. If Resolver does provide a valid license, then the process of
locating the license is repeated from step 1.

2. Reading and Decoding the License. If the license is corrupted, the developer can call
the Resolver mechanism in order to attempt to fix the corrupted license issue. If
Resolver does provide a valid license, then the process of license Reading and
Decoding is repeated starting from step 1.

3.2.2 Checking the License

The following steps are only performed if the | icense was discovered and read
successfully:
16
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1. Verify that the license was issued for the correct product. Default implementation

assumes that the I|icense is valid only if t he
productdés identifier within the |icense file.

2. Check that major and minor version within the license file are valid for the product.
Default implementation assumes that the license is valid if the major version for the
product stored within the Ilicense is equal t o

version is ignored within default implementation.

3. Check product 6s features embedded within t he
always assumes that any feature set is valid. However, application developers are
always able to add their own checking and verific ations.

4. Check that the license has not expired. If the license is an evaluation license,
additional checking is performed to verify that the license did not expire earlier using
the value obtained from the Secret Storage. If it is determined that the licen se is
expired, the developer can call the Resolver mechanism in order to attempt to
resolve an expired license issue. If Resolver does provide a valid license, then the
process is repeated starting from step 1 of Reading a License.

5. Check that the license i s activated. If the license is not activated, the developer can
call the Resolver mechanism in order to try to activate the license. If the Resolver
successfully activates the license, then the process is repeated starting from step 1
of Reading a License.

6. Check that the user has accepted the terms of the License Agreement

Check the number of running copies over the network (Professional Edition only)

8. Save the earliest expiration time for the evaluation license and the License
Agreement acceptance flag to the Secret Storage.

~

During license checking and validation, Protection! Licensing Toolkit provides detailed
feedback about the process status and its results back to the application. This feedback

is provided by firing appropriate sets of events. It is th e responsibility of the application
developer to decide which action should be taken in response to a particular Protection!

event. Default implementation assumes no actions for any such events provided by
Protection! Licensing  Toolkit . For example: wheni tis determined by Protection! that the
license file is invalid, the application can either exit or the application could disable all or

part of its functionality. Such a decision is the responsibility of the application developer

(there is no default beha  vior provided by Protection! Licensing Toolkit ). In addition to
the event based analysis/action, it is always possible to get the current status of the

license at anytime during an application run to see whether it is valid.

While default implementation o f the license checking mechanism provides functionality
that would be enough for the majority of the applications, developers can easily
override/extend any license reading/validating steps stated above to get the desired
results.

3.2.3 Checking Integrity

The Integrity verification subsystem allows for checking and validation that the

designated key classes/resources/files of the product have not been changed. This type

of check is done by comparing the generated digest of those classes/resources/files wit h
the original value stored somewhere in the product code, resources or files. The

Integrity subsystem significantly increases the time and effort needed to diagnose and

locate specific parts of the protection system in order to attempt to break it.

3.2.4 Conclusion
In addition to the core Protection! responsibilities such as license discovery, license

reading and validation, Protection! Licensing Toolkit provides developers with various
helper classes and a default implementation of the set of listeners, w hich provides users
17
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with feedback information regarding the Protection! license checking process and its
results. Such helper classes and listeners allow the following functionalities:

e Ability to pop up a message window and/or Licensing Assistant Wizard if the license
file was not found, or is corrupted, invalid or expired

e Ability to prompt the end -user to accept the terms of the license agreement using
the License Acceptance dialog

e Ability to show the About Dialog with license information, application name and
version, feedback i nformation, a hyperlink to t

Issue and Expiration Dates, License Number, Licensee information and a hyperlink to
view the license agreement.

e Ability to check Integrity for desired classes/resourc es in order to avoid malicious
application patching.
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Chapter 4

Explore Protection! with the Sample Demo Calculator

Application
Note: In this section of the User Guide we will illustrate principles of product creation ,
configuration, generation of t he license file for the product and testing the protected

application. These illustrations would be done on the sample product Demo Calculator.
Developers are encouraged to open the provided Demo Calculator sample product
storage and to follow the Getting Started topics to get a better understanding of the
Protection! principles and implementation techniques.

4.1 Getting Started

The following procedures are performed via Protection! Control Center. Protection!

Control Center is a main application that m aintains a productbés ¢tataba
a license generation for a particular product. Control Center also allows generation of

the implementation -ready Java code shippets to assist developers in the implementation

of Protection! into their applicatio n. Prior to generating any license files, you must create

product storage and at least one product using Protection! Control Center. We will be

using Demo Calculator Product to illustrate the necessary steps required to create a

product, generate the produ ct ds | i c eonestehe protatted application.
Protection! Control Center comes with the sample product storage containing a
sampl e product cal l ed iDemo Calcul ator o. T
% illustrate basic principles of Protection! a s well as associated implementation
Zz techniques which covers basic embedding principles of Protection! into the custom
Java application. Developers should open the Demo Calculator product storage to see
examples of product configuration used in this topic.
Sample Product Storage for the Demo Calculator can be found under the
<Protection_Install_Folder> / samples folder :
- IDEA_prj/ DemocCalc.products
- JBuilder_prj/ DemocCalc.product
Corresponding source code for sample Demo Calculator is located in:
<Protection_| nstall_  Folder >\ samples \ src \ com\ jp \ samples \ protection
Several preconfigured sample projects for popular Java IDE products also provided for
your convenience. These projects can be found in:
<Protection_Install_ Folder >\ samples
- IDEA_prj/ - sample project for IntelliJ IDEA IDE
- JBuilder_prj/ - sample project for Borland JBuilder IDE
4.2 Building and Running Sample Demo Calculator Application
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Sample Demo Calculator (DemoCalc) application is provided to illustrate Protection!

principles and implementation tech niques. In addition to the source files for Demo

Cal cul ator application, for developerds convenien:
for IntelliJ IDEA and for Borland JBuilder IDEs.

1. Open desired project
a. ForIntelliJ IDEA use \samples \IDEA_prj \DemoC alc.ipr
b. For Borland JBuilder use  \samples \ JBuilder_prj \DemoCalc.jpx
2. Build the Project .
3. With Protection! Control Center open appropriate DemoCalc product storage
a. ForIntelliJ IDEA use \samples \IDEA prj \DemoCalc.products
b. For Borland JBuilder use  \samples \ JBuilder_prj \DemoCalc.product
4. Build Launcher file using "Develop" Configuration
a. Protection! Control Center | Products Screen
b. Build | Build Launcher menu item
5. Build Integrity using "Develop" configuration
a. Protection! Control Center | Integrity  Screen .
b. Build | Build Integrity menu item
6. Generate test license
a. Protection! Control Center | License Screen
b. Specify License Number and any other license configuration parameters you
would like to test
Switch to your IDE and run DemoCalc application
8. Follow the Li censing Assistant wizard to locate previously generated license

~

4.3 Creating a Product

The following procedure creates a new product:

e Select the Products  Shortcut P[‘lon Control Centerds Shortcuts S
e Click the fNew 0 button

A Product can also be g enerated either by selecting the fiFile | New | Product 6 menu

item or selecting the drop  -down Icononthe A Newdutt on and choosing fF
addition, the Ctrl+Shift+P  key combination can also be used to generate a new product.

Generation of the new pr oduct woul d | aunch t Hialogfi Néwlialdgriso d uct

used to set -up and configures all necessary product information and properties that
would be used during license generation.

Note: In our scenario we will be opening existing product storage for the Demo
Calculator and would not create a new product. To open our sample product storage:

e Select the Products Shortcut m‘lon Control Centerds Shortcuts S

e Clickthe fAOpendo = button on t he Contr ol Centerds tool bar

AProduct 6s st or ag eenedaither bylsaectingtlee o fiFile | Openo menu item
or fiFile | Reopen 0 menu item ( Reopens previously used product storage where users

can select from a history list) . In addition, the Ctrl+ O key combination can also be used
to open product storage

When sample Demo Calculator product storage is open we would see main Protection!
Control Center Screen with our product loaded. Now we can edit the Demo Calculator

20
Protection! User Guide v4. 6
Copyri ght -28112Rd@®&tivity L.L.C. http://www. jproductivity.com



product to see how it was configured. Click the AEdit 6 button IﬁT on the Control C
toolbar to launch the product configuration dialog

4.3.1 Product Page

The following entries in the ir appropriate fields i | |l ustrate the i ndupi al
steps .
a. fDemo Calculator 0 inthe fName o field T our product name
b. fiDemoCalc 0in the AID O field 7 auniqu e identifier for our product
c. N30 diMdajoroand i 0 0 fMigor Versionsoi product 6s major and minor
d. The fiEnabled & checkbox T indication for the Control Center that this is a live product

and therefore Protection! Control Center will be able to gene rate licenses for this

product.

x
Em Product

-Features General product properties

- Editions

- License

- Inbegrity Check i} |Dem|:|Ca||: IEl Shork ID: |1 |

[} Inkegration —
< Campany Major version: | 3|%| Minor version: | D|%|

- Licensing Assiskant Enabled
- ckivation Assistant

Marme: |Demu:| Calculatar |

- Dieackivation Assistant el |R5'q' Sl 'l

- License Lock, Assistant
- Facade

- Licensing Seryer

- Secrek Storages :
- Evaluation License Agreg
- i_ommercial License Agre

- Launcher Build
- Adik
[} Code Snippets
‘License
o Inkegrity
- E-mail

(Q | | Ok || Cancel || Help |

Figure 1: General Product Information

4.3.2 Features Page

The Pr o d u deafures Page allows the user to define all product features. In our

example we use two features fi B a s and diScientific 0 ,however, product features could

contain any number of features. This page shows the features list as a grid where each

feature occupies one row and the f eaturesé attributes are shown a

The user is able to enter feature attributes directly in the grid using in  -place editing.
The following entries in their appropriate fields illustrate the initial Features set -up
steps:
a. 10 i MmDafielé i aunique identifier f or the productds feature
b. ABas i c 0 fiFeaturetNanee O filed 7 the name of the feature
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c. Enabled fiCo (Commercial) checkbox 1 indicates that the feature is enabled for the
commercial license
d. Enabled AEO (Evaluation) checkbox 7 indicates that feature is enabled for the
evaluation license
Repeat the above steps for the fAiScientificdo Featul

x

[=F- Praduct
= Features
‘o Editions

- License

o i:tZ:::;;heck z  Scientific 0 50 | Relete |

—— COmpany | Up |

- Licensing Assiskant —_—

- fckivation Assistant

Features
Product Features list

1D Feature Mame C E Exp ExpE

- Dieactivation Assiskant

- License Lock, Assistant

- Facade

- Licensing Seryer

- Secrek Storages :

- Evaluation License Agreg

- i_ommercial License Agre

- Launcher Build

- Budit

[} Code Snippets
= License
Inkegrity

- E-mail

(Q | | Ok || Cancel || Help |

Figure 2: Product Features

4.3.3 Editions Page

The Product 6s Editions Page all ows t he user to d e
example we use two editions AStandardo and AProfe
could contain any  number of features.  This page shows the  Editions list as a grid where

each edition occupies one row and eachedi tions6 attributes are sho
Features grid shows the features state for currently selected edition.

The user is able to enter e dition attributes directly in the grid using in -place editing.

The following entries in their appropriate fields illustrate the initial Editions set -up steps:

a. n10 i MmDaflkeled -a uni que I D for the productds edition
b. AiSt andar ddEdiion Namk & field i a name for the edition

Repeat the above steps for the AProfessional 0 Edi f

By default, features are selected (enabled) only for "C" (Commercial ) and "E"
(Evaluation) for each ofthe appl i cat i on &hour Bamo Calcolatar we modif ied
our product feature set for the Standard and Professional Edition . In the Standard
Edition we have unchecked Sci ent i f i c 06 ¢Comnuercialpasd fEO (Evaluation)
check-boxes as Scientific Feature is not available in
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for either commercial nor evaluation license. We left Professional Edition unchanged as
both Features are already selected by default

x

- Product Editions
= Features Product editions list
PE dikicns
- License
[_} i:t:g::;;heck 2 Professional z |—QE|EtE |
e COMPany | Up |
- Licensing Assiskant

D Edition Mame Shart I | add |

- @ckivation Assistant
- Deactivation Assistant Features:

- License Lock Assistank |, 1D Feature Marne | c
- Facade 1 Basic
- Licensing Server -2 Scientific ]
- Secrel Storages :
- Evaluation License Agreg

- i_ommercial License Agre

- Launcher Build
e Ak
[} Code Snippets
b License
i Inkegrity
- E-mail

(Q | | o] || Cancel || Help |

Figure 3: Product Editions

4.3.4 License Page

The Product 6s License Page anheldefaul licendee attrisutes . Uater
when a license is generated for our product these parameters would be set for every
new license.

For our Demo Calculator product we pre -set default Evaluation and Grace period. These
values will be used as the default values for Evaluation and Grace periods during
generation of the License file. Both of these values can be changed at a later time when
you are ready to generate a License.

The following entries in their appropriate fields illustrate the initial License a ttributes
set-up steps:

a. 150 i fitvaludtien Period 0 field i default Evaluation Period

b. A00 i MGrdcdReriod o field i default Grace Period

Note: Even though we had left them blank, the developer can specify an unlimited
number of custom properties . These properties represent name -value pairs that could

be embedded into a license and used by the application during license
reading/validation.
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& Edit Product

[=F- Praduct
i Features
- Editions

e
- Integrity Check,

[=F- Inkeqgration

-~ Zompany

- Licensing Assiskant

- fckivakion Assistant
- Dieactivation Assiskant
- License Lock, Assistant

Ix

License
License default properties
Defaulks

License Alias: [=:NONE:=

Evaluation Period: E days

Grace Period:

Properties:

Mame | Yalue

There are no tems to show in this view

- Facade Edit

- Licensing Seryer
- Secrek Storages :
- Ewaluation License Agree
- i_ommercial License Agre
- Launcher Build

- Budit
[} Code Snippets
i License
o Inkegrity
- E-miail

Delete

IH II IE

Diawr

| (0] 4 |[ Cancel ][ Help

Figure 4: Default License Properties

4.3.5 Integrity Check Page

The Pr odntegritydCheck Page allows the user to specify various Integrity Check
configuration parameters which will be used by Control Center to generate appropriate
integration code snippets and Integrity Build Configurations.

We are going to skip Integrity Check
I ntegrity Check Page

Page for this exercise. For more information on

see ANew/ Edit Product Dial ogf¢
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xq
& Product Integrity Check
i Features Integrity check configuration
L. Editions
- License Blgorithm: | SHA-1 -
I rkearity Check, Runtime Configuration
[z} Inkegration Tvpe: | e - |
------ Campary
...... Licensing Assiskant Resource: |Il'u:0rn,I'j|:|Il'sarnpIes,l'protectiom’DemnCaIc.digest |
------ Activation Assiskank Euild Canfigurations
------ Dreackivation Assiskant
------ License Lock Assistant |, Default L here | ped |
""" Facade [ Deploy Deploy |7Edit |
------ Licensing Server i
------ Secret Storages |[—:F'5|73t'3|
------ Ewvaluation License Agres |W|
------ Commercial License Agre —
------ Launcher Build | Up |
- Budit —
[= Code Snippets |Doi|
b License
g7 W0
= -
..\Q ) | [o]4 | | Cancel | | Help
Figure 5: Edit Product Dialog i Integrity Check Page

4.3.6 Integration Page

The Product 6s | rPage cpltoas theo user to specify various Protection! API
configuration  parameters which will be used by Control Center to generate appropriate
integration code snippets.

Note: Developers are strongly encouraged to use the generated code snippets as the
main starting point during learning and integration of Protection! into their custom Java
application.

Here is a brief description of the License Location group

e The fFolder o field 7 used to specify the folder where Protection! should expect to find
the license file for the application.

e The fiFile Name 0 field 7 used to specify the name of the license file
The fiRelative to Users Home 0 option i if checked would inform Protection! to check

for presence of the license file in the useros

e The fiResource Folder 0 field - is used to embed (usually Evaluation License) into the
application archive. This allows the developer to distribute his/her protected
application with the embedded evaluation license and therefore minimizes the need
for evaluators to ¢ ontact the original developer/publisher in order to obtain an
evaluation key.

Note: In our scenario we left the fFolder o field blank and check ed the fiRelative to User
Home 0 option. This will  inform Protection! to check for the presence of the license file in
the user 6 $iome directory.
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If the License should be locked to a specific computer system then the AiLock License
section could be used to specify default system attributes supported by Protection!

Note: Other, user -definable attributes could also be used by the application developer if

needed. Please see Protection! Developers Guide for additional information.

It is possible to specify additional configuration options:

e fiUse Flexible Expiration 0 - specifies whether the expiration date of the read li cense
should be adjusted based on the combination of the  current system date and the
specified duration of the evaluation period. This option is useful when creating
evaluation bundle s where the end -user can use the product fora specified number of
days s tarting from the appl i cat i on 0 s datk irather thanufrena the license
issue date .

e fiCheck Shutdown Date 0 - specifies that checking for the app !l i ¢ apréviousd s
shutdown date is enabled

e fiMaintain Shutdown Date 0 - specifies whether the ap p | i ¢ apravious ésbutdown

date should be maintained

e fiUse Stripped Activation Key Chars 0 - specifies that usage of the stripped activation
key characters is enabled. If enabled then usage of the following alpha -numeric
characters: 2, Z, 0, O, I, L, 1, 5, S is rem oved from the alphabet that is used to
generate the Serial Number. Removal of these characters and numbers from
generated Serial Number will reduce errors that could potentially occur during the
manual typing of the Serial Number by the end -users.

e fAllow S ilent Activation 0 - specifies that the Resolver should silently try to activate
the license using the Licensing Facade without showing any messages to the end -
user. In such a case activation is fully transparent to the end-user. If silent
activation is  fails the end-user will be prompted for the input via License Activation
Assistant Wizard

e fAccept License Agreement 0 - specifies whether the end  -user should be prompted to
accept the terms of the license agreement
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x

[=F- Praduct

Integration
-Features Integration options
- Editions . .
. License Location
- License
- Initegrity Check Folder: |.DemnCaIc |
I EQratian File: Marme: |Demu:uCaIu:.ke3-' |
-~ Zompany
v | Relative to User H
- Licensing Assistant EEIEHVE to Bserhiame
- fckivation Assistant Resource Folder: |Il'u:0mp’jp,l'samples,l'prntectionll' |

- Dieactivation Assiskant
Lock License to

- License Lock, Assistant
MAC Address || Mumber of CPU [ | Host

- Facade
.~ Licensing Server []IP Address | | User Name [] Install 1D
- Secrek Storages Options

- Evaluation License Agree Use Flexible Expiration Accept License Agreement
- Commercial License Agret [ Check Shutdawn Date [ | Allaw Silent Activation
- Launcher Build [ | Maintain Shutdown Date |Jse Stripped Activation Key Chars
- Audit
[=}- Code Snippets
b License
-Inkegrity
- E-mail

[Q ) | (0] 4 || Cancel || Help |

Figure 6: | ntegration Options

4.3.7 Company Page

The Productdés Company page al | ows teepmllishériyendorm
company and product links.

The AProduct Links 0 grid shows a list of the links where each link occupies one row and
the | i n k 6 dutea are¢ shown as columns. There is a fixed set of product links so the
user is able to specify only t he | attribkitéss The following attributes can be specified
using in -place editing in the grid:
e fiTexto - is the text that you would like end -users to see in Protection! Dialogs
(Protection! has several helper dialogs such as the About Box. All Protection! dialogs
are optional and can be turned on/off by developer). We will be using jProductivity
website information to illustrate our example

e AURLO - a URL, such as http://www.jproductivity.com , which will be used when the
user clicks on the website hyperlink in Protection! Dialogs . Note: mailto URL schema
must be in conformance with the RFC 2368 http://www.fags.org/rfcs/rfc2368.html

e fiTooltip 07 is a Text that would render as a tooltip pop -up when the user moves

his/her mouse pointer over the website hyperlink

The following company attributes can be specifi ed:

e fiCopyright 6 and fCompany 0 sections. These should be representative of the
developer company and its copyright statement.

e fiCompany/Product Logo 0 - either a pathto the file or a pathto the resource could be
used.
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Figure 7: Co mpany Information and Links

4.3.8 Secret Storages Page

The Product 6s Secret Storages Page all ows the dser
the secret storages

For our Demo Calculator product we pre -set a single file -based Secret Storage located
with the Relative to User Home option. This will tell Protection! to check for the secret
storage file in the user home directory.

o Even though we had setup only a single secret storage, the developer can specify an
© unlimited number of secret storages , bot h File and Preferences based.
z
The fSecret Storages 0 grid shows a list of the Secret Storages where each Secret
Storage occupies one row and Secret Storageds att
following controls allow maintaining the Secret Storages lis t:
e The fNewoO button 7 creates a new Secret S torage by showing the New Secret
Storage Dialog.
The AEdito button T provides the ability to change currently selected Secret Storage.
e The fiDelete 0 button i provides the ability to delete currently selected Sec ret
Storage.
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Code Snippets Page

The
Code Snip pets:

License Code Snippet section allows

reading and checking:

Product 6s

Code Sni thepabitity tp sperify ophian®for gesheragion of

specifying Code Snippet attributes for license

e fiFile Name o: Specifies the location of the License Code Snippet file. Control Center
will save the License Code Snippet Java file using this specified location. When

generated, this file

is ready to be inserted into your Java Project structure.

e fiPackage 0: Specifies the package name to be used in the License Code Snippet file.
e fiClasso: specifies the class name to be used in the License Code Snippet file.

Integrity Code Snippet section all

checking:

ows specifying Code Snippet attributes for Integrity

e fiFile Name o: Specifies the location of the Integrity Code Snippet file. Control Center
will save the Integrity Code Snippet Java file using this specified location. When

generated, this file is

ready to be inserted into your Java Project structure.

e fiPackage 0: Specifies the package name to be used in the Integrity Code Snippet file.
e fiClasso: specifies the class name to be used in the Integrity Code Snippet file.

Developers are strongly enco
starting point during integration of Protection! into their custom Java application.

Note
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‘o Editions
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- ZOmpany

- Licensing Assistant
- Bckivakion Assistant
- Deackivation Assistant
- License Lock Assiskant
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License
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v E-miail

- Evaluation License Agree

uraged to use the generated code snippets as the main

Code Snippets
Code snippets properties

Save License Code Snippet to File

File: Mame: |DemoCaIcPrDtectionSupport.java

Package: |cnm.jp.samples.protectinn | Class: |DemoCaIcPrDtectionSupport |

Save CRC Code Snippet to File

File: Mame: |DemoCaIcIntegritySupport.java

Package: |cnm.jp.samples.protectinn | Class: |DemoCaIcIntegritySupport |

| Ok, || Cancel || Help |
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We are going to leave License Code Snippet, Integ rity Code Snippet and E -mail

Template blank for this exercise. These Pages allow for the design

of custom code

Snippets and e -mail templates for a more advanced product configuration. For more
information on thesepages see fANew/ Edit Pr odduatetintilsgaileogo t opi c

Click the AOKO Button to close the dialog and apply changes

Click the fASave 0 button onthe Protection! Control Center toolbar to save changes.

4.4 Using Code Snippets to Quickly Embed Protection! into your Application

After we h ad completed Demo Calculator product configuration, Protection! Control
Center will generate ready  -for -implementation java code snippets. To embed Protection!

support into the custom Java application the developer need s to:

1. Add the Code Snippets generated by Protection! Control Center to your application.

Write the appropriate code to handle license checking results
across source code for the places that need your attention ).

(see @todo statements

2. Write the code to call the procedure that starts license che cking. Typically, license
checking should be called during the application startup; however, it can be called at

any time during the application run cycle.

public static wvoid mein(3tring[] args)
{
try

{
installlookAndFeels() ;

UIManager. sethookdndFeel (UIManager. getSvstenlookAndFealClassNane() ) ;

i

catch (Exception ex)

{

ex.printitackTrace ()

DemoCalc demoCalc = mew DemoCalc();

demoCalc. setBazicFunctionhalityEnabledfalse) ;
demoCalc. seticientificPunctionalityEnabledifalse) ;

if (! DemeCaloCRCSupport. checkCRCO())
demoCalc.badCRCActioni) ;

demoCalc, getProtectioniupport().checklicensel() ;
demoCalc.packi() ;

demoCalc. centerlnicreeni);
demoCalc. setVigible (true) ;

Figure 11 : Sample Code Snippet illustrating license checking
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3. Use Protection! Control Center to generate the license required to run the DemoCalc
application.

4.5 Generating a License

The following procedure will generate a new license for our Demo Calculator product:

1. Selectthe License Shortcut <<5'/o n Control Centerds .Shortcuts Si
2. The License screen , bydefault ,i s set to fANew Licensed mode so
click the fi N e wbaitton. If a new license needs to be generated, you can use the
following: a new License can be generated either by selecting t h eFilefi| New |
License 0 on the menu bar or by selecting the drop -down icon on the fiNew o button
and choosing the iLi cens e o0 CGtdg+#Shifieln . keyAcombination could be used to
generate a new License as well.
3. Select an appropriate product fro m the Product drop -down field. Because we only

have one product in our productds database, Dem
us.
4. Select an appropriate edition. Please note: Protection! Control Center would
automatically select the appropriate Product Features based on our Product Edition
selection.
5. Select appropriate Major and Minor versions.
6. Type the new license numberinthe fiLicense Number o field.

7. Select an appropriate license type. We will select Evaluation License at this time.
Please note: Becau se we indicated 15 days as the Default Evaluation Period , the
Protection! Control Center automatically sets our license expiration date 15 days
from the current system date. However, this value can be changed at this time if
desired. We will leave it at 15 days for this exercise.

Information in the License Screen should now appear as follows:
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Figure 12 : Generating Sample License

8. Click the fASave®n ittt Contr ol C ¢orsave rthe slicensetma b a r
file.

Now we are ready to deploy our license to the expected location ( see the Integration

Page for information on the correct license loc ation) .

4.6 Testing the Protected Application

To test our application , we would need to build our Java sources, deploy our license and
run our Demo Calculator application. Please note that if the license is missing,

Protection! will present the user wit h the following Licensing Assistant Wizard indicating
that the license is missing and therefore providing several options in order to obtain the
new license:
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