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Chapter 1  

1. Overview ï what is Protection! 
 

 

 

Protection! is a licensing toolkit  for Java that ensures that users adhere to the terms of 

your applications' licensing agreements . Protection! lets you embed powerful license 

reading and validation code into the components and applications that you sell, 

preventing unlicensed use of your software.  

 

Protection! locks out unlicensed users, and ensures that licensed users can only acce ss 

those features that they've paid for. Whether you license your software on a per seat 

basis or per running copy basis, you have complete control over the number of copies 

that can run simultaneously.  

 

Protection! Licensing Toolkit  ensures that the licen se was issued for the correct product ;  

that only the licensed features are available ;  that the license has not expired;  that the 

user has accepted the  terms of the license agreement;  and that the proper numbers of 

copies are  running on the network.  

 

Protec tion! locks out the pirates. This comprehensive toolkit for Java solves today's 

complex licensing challenges. The program minimizes users' ability to make 

unauthorized use of your applications, and frees you to work on the core functionality 

that makes you r applications great.  

 

Protection! Licensing Toolkit  has two editions: Standard (will be referred to, in this User 

Guide, as Std) and Professional (will be referred to as Pro) and several additional 

applications designed to provide developer/publisher with  most complete protection and 

licensing environment. For additional Protection! applications see the corresponding 

topic later in this manual.  

 

Protection!ôs main features:  

 Quick and easy embedding into custom applications or components with the ability 

to  get full control of license reading and validation.  

 Ability to specify an unlimited set of application features, whose usage is permitted 

according to the supplied license.  

 Ability to specify an unlimited number of application editions (i.e., Basic, 

Prof essional, Enterprise, etc).  

 Licensing Server and Licensing Server Management Console applications.  

 ñNamed Userò licensing models that lock the license to a network card MAC address 

or other, user -definable attribute.  

 ñFloating Userò licensing model s allowing multiple concurrent users with the same 

license.  

 Trial version(s) support.  

 Date based expiration models.  

  Usage based expiration models.  

  òGrace Periodò support wherein publishers of subscription-based software can define 

a specified number of days or usages past a payment deadline before service stops.  

  Serial Numbers support.  

 Ability to embed a license into the application to allow CD distribution of trial and/or 

evaluation versions.  
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 Ability to discover patched application part s.  

 License Activation Support  and Activation Grace Period Support .  

 License Deactivation Support .  

 Powerful Control Center application to allow easy maintenance of products and 

licenses.  

 Web Services Support, which gives developers the abilit y to visually specify 

properties for Protection! Pro Web services applications, including general, plug - in, 

database options, e -mail and e -mail templates.  

 Powerful Back -End Development Support, offering a default implementation as a 

foundation for eas ily building custom back -ends that are exported through Web 

services.  

 Plug - ins Support to allow easy extension of default implementations.  

 Multiple Feature Configurations that are linked to the specific type of license and 

state granted to the u ser.  This feature enables the creation of multi - level software 

products (e.g., Basic, Standard, or Scientific), each with its own rules (e.g., 

Commercial, Evaluation, Expired Commercial, Expired Evaluation, Invalid License, 

etc.)  

 Powerful Licensing and Li cense Activation Wizards to simplify rules for license 

activation, evaluation, and upgrades both online and offline.  

 Powerful Resolver feature that can be used to intercept and fix any issue that occurs 
during license reading and/or validation.  
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Chapter 2  

2. Welcome to the Protection! Licensing Toolkit 
 

 

 

2.1 Compatibility with earlier versions 

 

Protection! v3 can read product storages from Protection! v 1 and v 2 without any 

changes to the product storage. There is no special procedure needed to open 

Prote ction! v 1 and v 2 product storages.  

2.2 Who should use this guide 

 

This guide provides information to :  

 Assist developers interested in using the Protection! Licensing Toolkit to secure their 

application and to utilize various licensing models supported by  Protection! For a 

quick start with Protection! see online videos . 

 Assist sales staff during licenses generation.  

2.3 Related Documentation 

 

For additional information on using Pr otection! see Protection! Developers Guide and 

Protection! FAQ documents.  

 

If you require more technical information about Protection! refer to the Protection! API, 

available from the jProductivity web site  and via ProtectionDoc.jar  

 

2.4 Accessing documentation online 

 

The following URL links  provide access to the Protection! online technical documentation 

giving  you greater understanding of the Protection! Licensing Toolkit :  

 

 Protection! API (HTML)  

 Feature Matrix (PDF)  

 User Guide (PDF) (this guide)  

 Developers Guide (PDF)  

 FAQ (PDF)   

 

2.5 Privacy policy 

 

jProductivity is committed to protecting your privacy. We do not use techniques that 

collect personal information without your knowledge. We w ill not transfer your personal 

information to a third party for any reason without your consent.  

http://www.jproductivity.com/products/protection/demos.htm
http://www.jproductivity.com/products/protection/doc/html/index.html
http://www.jproductivity.com/products/protection/doc/html/index.html
http://www.jproductivity.com/products/protection/doc/pdf/Protection_Feature_Matrix.pdf
http://www.jproductivity.com/products/protection/doc/pdf/Protection_User_Guide.pdf
http://www.jproductivity.com/products/protection/doc/pdf/Protection_Developers_Guide.pdf
http://www.jproductivity.com/products/protection/doc/pdf/Protection_FAQ.pdf
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2.6 We welcome your comments 

 

We are interested in improving our documentation and welcome your comments and 

suggestions. You can email your comments to us at : protection@jproductivity.com  

2.7 Protection! Applications 

 

Protection! provides the following core applications:  

2.7.1 Protection! Developer Control Center 

Protection! Control Center offers a central location for Product Management, License 

Generation, License Maintenance and generation of the corresponding code Snippets as 

ready - to -use Java implementation files, License deployment and Prot ection! Web 

Services application configuration. Protection! Control Center allows the developer to 

manage an unlimited number of products and product feature sets.  

2.7.2 Protection! Sales Control Center 

Protection! Sales application designed for the compan ies' sales team . Protection! Sales 

provide Protection! Control Center with complete licensing functionality and hides all of 

the developer -oriented features. With Protection! Sales users are able to work *only* 

with the existing products storages.  

 

Protect ion! Sales also extend Protection! Developer functionality by providing additional 

sales related functionalities like Validating Deactivation Key dialog box. All of the 

Protection! Sales only related functionalities are identified later in this guide.  

2.7.3 Protection! Builder Utility 

This new command line utility allows building various Protection! resources. Protection! 

Builder Utility allows for the use of various build systems (i.e., Apache Ant ) and scripts 

to autom ate assembling of protected applications. This utility allows building:  

 

 Protection! Launchers using specified configuration and optional target.  

 Integrity modules using specified configuration and optional target.  

 Protection! Web Services application.  

2.7.4 Protection! Backend 

Protection! Backend is designed to automate all of the manual licensing functions as well 

as provide  the  ability to tie Protection! Backend to *ANY* back -office systems (CRM, 

SFA, Databases, ERP, etc).  

 

Protection! Developer Profess ional includes the ability for developers to architect, 

implement and test their backend solution without the need for a commercial 

deployment license. The following are few  limitations  that will be applied :  

 Every license generated will have an embedded e xpiration . 

 Protection! Backend cannot  be deployed to any production environment and can only 

be used in the development environment .  

 

To deploy Protection! Backend Application for commercial use a valid Protection! 

Backend Deployment license needs to be pu rchased.  

2.7.5 Protection! Licensing Server 

Licensing Server is a new Protection! sub -system responsible for distribution of licenses 

and for tracking of the concurrent use of licenses. The Licensing Server application is a 

mailto:protection@jproductivity.com?subject=Documentation%20Comment%20-%20Protection!%20User%20Guide
http://ant.apache.org/
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turnkey solution that is deploye d inside the customer's network. It can be run as a 

Windows service or as a UNIX daemon. The main features of the Licensing Server are:  

 Support for Floating and Named User models by tracking licenses usage using the 

concept of license lock (acquire) and un lock (release).  

 Ability to revoke license locks sessions to force client applications to unlock (release) 

licenses.  

 License lock sessionôs expiration to allow correctly releasing of the license lock when 

the client application is not responding or the netw ork (connection to the Licensing 

Server) is down.  

 Ability to host and to distribute an unlimited number of licenses for an unlimited 

number of products.  

 Ability to allocate licenses for specified users and/or user groups.  

 Ability to control access to the L icensing Server by using access control lists 

(whitelist and blacklist) for any types of operations.  

 Ability to remotely monitor and manage the Licensing Server via supplied 

Management Console application.  

2.7.6 Protection! Licensing Server Management Console 

The Management Console is a GUI application intended for remote monitoring and 

management the Licensing Server(s). The main features of the Management Console 

are:  

 Authentication and authorization per Licensing Server with the ability to maintain the 

Licensing Server users.  

 Support for multiple Licensing Server connections.  

 Ability to discover running instances of the Licensing Servers via network broadcast.  

 Ability to maintain access control lists.  

 Ability to view licensing statistics and server statis tics.  

 Ability to disable/enable any licensing activities.  

 Ability to shut down the Licensing Server.  

 Ability to visually monitor current license sessions.  

 Ability to revoke specific license sessions.  

 Ability to maintain license storage s. 

 Ability to maintai n license users/groups  

 Ability to allocate licenses for specified users and/or user groups.  

2.7.7 Demo Calculator Application 

Demo Calculator is simple straight forward implementation of Protection! designed to 

illustrate quick how - to. Demo Calculator is a demo only product outlining basic 

Protection! principals and usages. In no way Demo Calculator  could be considered as a  

complete licensing solution.  

 

2.8 Finding Information 

2.8.1 Overview 

Protection! online Help is your comprehensive guide to work with  the Protection! Control 

Center modules. As you work with Protection! Control Center, you probably already 

know what business task you want to accomplish ðsuch as building and managing your 

products, creating and sending licenses to your end -users, and perf orming other 

licensing activities. Protection!ôs Help and guides have the answers youôre looking for. 

The types of documentation you can expect to find to help you with Protection! include:  

 F1 Help ï context -sensitive help for all the Screens and dialog s.  
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 Help Contents ï step -by -step instructions with a table of contents, an index, and 

search.  

 Manuals ï on -screen versions of the printed documentation that you can read using 

Adobe Acrobat Reader.  

 

Whether youôre looking for help using a particular dialog box or looking for instructions 

on how to perform an activity, you can always find what youôre looking for in the online 

Help. Protection! Help provides not only step -by -step instructions for each module, but 

also detailed descriptions of every control in  every dialog box and Screen. Each 

Protection! module has its own Help. To find out how to use a module, select Contents 

from the moduleôs Help menu or press F1 in any Screen or dialog box. In addition to the 

Protection! Userôs Guide (this manual), Protection! also includes  other documentation 

and guides:  

 Protection! API (HTML)  

 Feature Matrix (PDF)  

 User Guide (PDF) (this guide)  

 Developers Guide (PDF)  

 FAQ (PDF)   

 

2.8.2 Press F1 for Help 

If you come across a Screen or dialog s you don't know how to use, press the F1 key to 

see brief  descriptions of the Screen or dialog box options. Frequently, help topics have 

convenient links to related step -by -step instructions. From the Help Screen you can 

search the moduleôs Help for information on other Screens, dialog boxes, or featuresð

simply enter a keyword. Or, if you prefer to find information using a table of contents or 

index, click the Help Topics button in the Help Screen.  

 

http://www.jproductivity.com/products/protection/doc/html/index.html
http://www.jproductivity.com/products/protection/doc/pdf/Protection_Feature_Matrix.pdf
http://www.jproductivity.com/products/protection/doc/pdf/Protection_User_Guide.pdf
http://www.jproductivity.com/products/protection/doc/pdf/Protection_Developers_Guide.pdf
http://www.jproductivity.com/products/protection/doc/pdf/Protection_FAQ.pdf
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Each Protection! Control Center module has its own online Help that will provide you 

with step by -  step instruct ions. You can look up Help topics the same way you would in 

a book ðthe table of contents lists the topics in a logical order, and the index lets you 

look up topics by keyword. Protection!ôs Help also lets you perform a search for any 

word or words in any t opic.  

 To open the Help Contents for a module:  In any module, select Help.  

 To Search for topics by any word or words :   In the Search tab, type the word or 

words you are looking for and click the Enter key . Help lists the matching topics and 

indicates how  many times the searched word was found in each topic.  

 

2.8.3 Read the Protection! Guides Online 

A typical installation of Protection! includes manuals that you can read online using 

Adobe Acrobat or Acrobat Reader. Having the Protection! manuals in this f ormat offer  

the advantage of full - text search, as well as hyperlinks on the table of contents, index, 

and any cross - references. To access the online guides :  

 From the Help menu, select the guide you would like to use. ï or ï   

 From the Start menu, select Pr ograms > Protection! > select the guide you would 

like to use.  

 

2.8.4 Premium Support 

Get Premium Support and Upgrades subscription for Protection! Licensing Toolkit and 

add even more power to your application protection and licensing solutions. With 
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Premi um Support you will receive a full year of phone and email support. Your 

subscription also includes free product upgrades; help with custom code extensions, 

along with fast answers and how - to assistance. For more information see Protection! 

Support pages .  

2.9 Where to Go from Hereé 

 

In a typical installation of Protection!, the Protection! setup program creates several 

complete sample projects for a fictitious application called  Demo Calculator. This Demo 

application is designed to be used as an environment in which you can learn how to use 

Protection! and explore Protection! in a safe training ground. Using the example of 

Demo Calculator you can follow tutorials that take you th rough examples of how to use 

the various components of Protection!.  

http://www.jproductivity.com/products/protection/support.htm
http://www.jproductivity.com/products/protection/support.htm
http://www.jproductivity.com/products/protection/support.htm
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Chapter 3  

3. Protection! Licensing Toolkit ï How it works 
 

 

 

This chapter outlines the basics and the major concepts of Protection! Licensing Toolkit 

and gives a quick overview of the co mponents of Protection! Control Center.  

 

Protection! Control Center offers a central location for Product Management, License 

Generation, License Maintenance, and generation of the corresponding code Snippets. 

Control Center allows the developer to manage an unlimited number of products and 

product feature sets.  All the functionality of Control Center is exposed through the 

following set of Screens:  

 License Screen ï provides the ability to create and maintain licenses.  

 License Storage Screen ï provides the  ability to create and maintain license 

storages . 

 Products Screen ï provides the ability to maintain productôs structure. 

 Integrity Screen ï provides the ability to prepare information required to implement 

Integrity checking.  

 Help Screen ï provides the ab ility to get help for Protection!  

 

3.1 Key Concepts 

3.1.1 Protection! is a Framework 

The key concept of Protection! is to verify the presence of a valid license required by the  

product as well as to prevent license tampering. Protection! Licensing Toolki t  is a set of 

Java classes that need to be embedded into the custom application in order to allow 

only authorized use of the application. Authorized use of a custom application is based 

on the supplied license. Protection! Licensing Toolkit gives applicati on developers full 

control over the license checking and validation mechanism. Protection! classes provide 

all the necessary functionality to allow license discovery, license reading and validation, 

as well as several other utility functions such as the ab ility to implement and further 

check Integrity for desired classes/resources in order to avoid malicious application 

patching.  

3.1.2 License File 

License File represents a way to transfer the appropriate rights to the end -user for use 

of a particular appli cation. Protection! License File is implemented as an encoded file 

that contains information about the product, version, license type, etc. Protection! 

License File can either be bundled with the application and loaded as a resource, or be 

located anywhere  in the file system. The license File, generated by Protection! Control 

Center, is a strongly encrypted file ensuring that no one can break its protection by the 

simple re -generation of the license file. To meet this goal, a non -symmetric cipher 

algorithm is used where keys used to encrypt and decrypt the license are different. This 

approach makes it impossible to restore the private key by having knowledge of the 

public key and vice versa.  

3.1.3 Protection! Control Center 

Protection! Control Center offers  a central location for Product Management, License 

Generation, License Maintenance and generation of the corresponding code Snippets as 
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ready - to -use Java implementation files, License deployment and Protection! Web 

Services application configuration. Prot ection! Control Center allows the developer to 

manage an unlimited number of products and product feature sets.  

3.1.4 Product Storage 

Protection! Control Center saves the entire  Productôs data in a single file with a 

*. products  extension called Product St orage . The user can create as many product 

storage files as necessary.  

3.1.5 Secret Storage 

Secret Storage provides a way to persistently and secretly store various and important 

information about the application. Secret Storage can also be used to store v arious 

actions performed by the end -user. The following information is currently stored in 

Secret Storage:  

 First encountered expiration time (to prevent unauthorized use by getting a newer 

evaluation licenses).  

 A flag that specifies whether the user has ac cepted the terms of the license 

agreement (this could be used in order to suppress showing such a dialog at 

application startup).  

 

Protection!ôs default implementation provides File and/or Preferences based secret 

storage and Protection! is able to generat e the appropriate code in the Code Snippet to 

employ these  secret storages. If a Preferences based secret storage is chosen  then 

developers must specify an appropriate System or User preferences node where the 

Secret Storage information should be saved (e. g. com.mycompany.pref ) where ñ.ò 

denotes a new child node ( e.g.  ñcom.mycompany.orgò would be translated to the 

following structure ñcom/mycompany/org ò) Note: See Java Preferences  specification 

for additional information on proper node naming conventions. Because Protection! is a 

framework -  application developers are free to provide their own implementation of 

Secret Storage. Protection! s upports working with several Secret Storage files at a time 

in order to provide greater redundancy to protect the data.  

3.2 Protection! Process 

 

Protection! Process consists of the following steps:  

3.2.1 Reading a License 

Protection!ôs license support subsystem is responsible for locating, reading and 

validating the license, providing access to the license file and firing notifications during 

the license load process (e.g. when the license is valid, missing or invalid).  

License reading is performed using t he following simple steps:  

1.  Locating the License. If it is determined that the required license is missing, the 

developer can call the Resolver mechanism in order to attempt to resolve the 

missing license issue. If Resolver does provide a valid license, the n the process of 

locating the license is repeated from step 1.  

2.  Reading and Decoding the License. If the license is corrupted, the developer can call 

the Resolver mechanism in order to attempt to fix the corrupted license issue. If 

Resolver does provide a v alid license, then the process of license Reading and 

Decoding is repeated starting from step 1.  

3.2.2 Checking the License 

The following steps are only performed if the license was discovered and read 

successfully:  

http://java.sun.com/j2se/1.5.0/docs/api/java/util/prefs/Preferences.html
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1.  Verify that the license was issued for t he correct product. Default implementation 

assumes that the license is valid only if the productôs identifier is equal to the 

productôs identifier within the license file. 

2.  Check that major and minor version within the license file are valid for the product . 

Default implementation assumes that the license is valid if the major version for the 

product stored within the license is equal to the productôs major version. Minor 

version is ignored within default implementation.  

3.  Check productôs features embedded within the license. Default implementation 

always assumes that any feature set is valid. However, application developers are 

always able to add their own checking and verifications.  

4.  Check that the license has not expired. If the license is an evaluation licen se, 

additional checking is performed to verify that the license did not expire earlier using 

the value obtained from the Secret Storage. If it is determined that the license is 

expired, the developer can call the Resolver mechanism in order to attempt to 

resolve an expired license issue. If Resolver does provide a valid license, then the 

process is repeated starting from step 1 of Reading a License.  

5.  Check that the license is activated. If the license is not activated, the developer can 

call the Resolver mec hanism in order to try to activate the license. If the Resolver 

successfully activates the license, then the process is repeated starting from step 1 

of Reading a License.  

6.  Check that the user has  accepted the terms of the License Agreement  

7.  Check the numbe r of running copies over the network (Professional Edition only)  

8.  Save the earliest expiration time for the evaluation license and the License 

Agreement acceptance flag to the Secret Storage.  

 

During license checking and validation, Protection! Licensing Toolkit provides detailed 

feedback about the process status and its results back to the application. This feedback 

is provided by firing appropriate sets of events. It is the responsibility of the application 

developer to decide which action should be taken in response to a particular Protection! 

event. Default implementation assumes no actions for any such events provided by 

Protection! Licensing Toolkit . For example: when it is determined by Protection! that the 

license file is invalid, the application can either exit or the application could disable all or 

part of its functionality. Such a decision is the responsibility of the application developer 

(there is no default behavior provided by Protection! Licensing Toolkit ). In addition to 

the event based analy sis/action, it is always possible to get the current status of the 

license at anytime during an application run to see whether it is valid.  

 

While default implementation of the license checking mechanism provides functionality 

that would be enough for the majority of the applications, developers can easily 

override/extend any license reading/validating steps stated above to get the desired 

results.  

3.2.3 Checking Integrity 

The Integrity verification subsystem allows for checking and validation that the 

des ignated key classes/resources/files of the product have not been changed. This type 

of check is done by comparing the generated digest of those classes/resources/files with 

the original value stored somewhere in the product code, resources or files. The 

In tegrity subsystem significantly increases the time and effort needed to diagnose and 

locate specific parts of the protection system in order to attempt to break it.  

3.2.4 Conclusion 

In addition to the core Protection! responsibilities such as license disco very, license 

reading and validation, Protection! Licensing Toolkit provides developers with various 

helper classes and a default implementation of the set of listeners, which provides users 
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with feedback information regarding the Protection! license check ing process and its 

results. Such helper classes and listeners allow the following functionalities:  

 Ability to pop up a message window and/or Licensing Assistant Wizard if the license 

file was not found, or is corrupted, invalid or expired  

 Ability to promp t the end -user to accept the terms of the license agreement using 

the License Acceptance dialog  

 Ability to show the About Dialog with license information, application name and 

version, feedback information, a hyperlink to the developerôs website, License type, 

Issue and Expiration Dates, License Number, Licensee information and a hyperlink to 

view the license agreement.  

 Ability to check Integrity  for desired classes/resources in order to avoid malicious 

application patching.  
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Chapter 4  

4. Explore Protection! with the Sample Demo Calculator 
Application 

 

 

 

Note: In this section of the User Guide we will illustrate  principles of product creation , 

configuration, generation of the license file for the product and testing the protected 

application. These illustra tions would be done on the sample product Demo Calculator. 

Developers are encouraged to open the provided Demo Calculator sample product 

storage and to follow the Getting Started topics to get a better understanding of the 

Protection! principles and implem entation techniques.  

  

4.1 Getting Started 

 

The following procedures are performed via Protection! Control Center. Protection! 

Control Center is a main application that maintains a productôs database and allows for 

a license generation for a particular pr oduct. Control Center also allows generation of 

the implementation - ready Java code snippets to assist developers in the implementation 

of Protection! into their application. Prior to generating any license files, you must create 

product storage and at leas t one product using Protection! Control Center. We will be 

using Demo Calculator Product to illustrate the necessary steps required to create a 

product, generate the productôs license and to test the protected application.  

 

 

Sample Product Storage for  the Demo Calculator can be found  under the 

<Protection_I nstall_Folder> / samples  folder :  

-  IDEA_prj/ DemoCalc.products  

-  JBuilder_prj/ DemoCalc.product  

 

Corresponding source code for sample Demo Calculator  is located in:  
<Protection_Install_ Folder >\ samples \ src \ com\ jp \ samples \ protection  

 

Several preconfigured sample pr ojects for popular Java IDE products also provided for 

your convenience. These projects can  be found in:  
<Protection_Install_ Folder >\ samples  

-  IDEA_prj/  -  sample project for IntelliJ IDEA IDE  

-  JBuilder_prj/  -  sample project for Borland JBuilder IDE  

 

4.2 Building and Running Sample Demo Calculator Application 

 

N
o
te

 

Protection! Control Center comes with the sample product storage containing a 

sample product called ñDemo Calculatorò. This sample product is designed to 

illustrate basic principles of Protection! as well as associated implementation 

techniques which covers basic embedding principle s of Protection! into the custom 

Java application. Developers should open the Demo Calculator product storage to see 

examples of product configuration used in this topic.  
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Sample Demo Calculator (DemoCalc) application is provided to illustrate Protection! 

principles and implementation techniques. In addition to the source files for Demo 

Calculator application, for develope rôs convenience, there are two preconfigured projects 

for IntelliJ IDEA and for Borland JBuilder IDEs.  

 

1.  Open desired project :  

a.  For IntelliJ IDEA use \ samples \ IDEA_prj \ DemoCalc.ipr  

b.  For Borland JBuilder use \ samples \ JBuilder_prj \ DemoCalc.jpx  

2.  Build the Project .  

3.  With Protection! Control Center open appropriate DemoCalc product storage :  

a.  For IntelliJ IDEA use \ samples \ IDEA_prj \ DemoCalc.products  

b.  For Borland JBuilder use \ samples \ JBuilder_prj \ DemoCalc.product  

4.  Build Launcher file using "Develop" Configuration :  

a.  Protec tion! Control Center | Products Screen . 

b.  Build | Build Launcher menu item . 

5.  Build Integrity  using "Develop" configuration :  

a.  Protection! Control Center | Integrity  Screen . 

b.  Build | Build Integrity  menu item . 

6.  Generate test license :  

a.  Protection! Control Center | L icense Screen . 

b.  Specify License Number and any other license configuration parameters you 

would like to test .  

7.  Switch to your IDE and run DemoCalc application . 

8.  Follow the Licensing Assistant wizard to locate previously generated license . 

 

4.3 Creating a Product 

 

The following procedure creates a new product:  

 Select the Products Shortcut  on Control Centerôs Shortcuts Side Bar 

 Click the ñNewò button  

 

A Product can also be generated either by selecting the ñFile |  New  |  Product ò menu 

item or selecting the dr op-down Icon on the ñNewò button and choosing ñProductò. In 

addition, the  Ctrl+Shift+P  key combination can also be used to generate a new product. 

Generation of the new product would launch the ñNew Productò dialog . This dialog is 

used to set -up and config ures  all necessary product information and properties that 

would be used during license generation.  

 

Note: In our scenario we will be opening existing product storage for the Demo 

Calculator and would not create a new product. To open our sample product st orage:  

 Select the Products Shortcut  on Control Centerôs Shortcuts Side Bar 

 Click the ñOpenò   button on the Control Centerôs toolbar 

 

A Productôs storage can also be opened either by selecting the ñFile |  Openò menu item 

or ñFile |  Reopen ò menu item ( Reopens previously used product storage where users 

can select from a history list) . In addition, the  Ctrl+ O key combination can also be used 

to open  product storage .  

 

When sample Demo Calculator  product storage is open we would see main Protection! 

Control  Center Screen with our product loaded. Now we can edit the Demo Calculator 
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product to see how it was configured. Click the ñEditò button  on the Control Centerôs 

toolbar  to launch the product configuration dialog . 

4.3.1 Product Page 

The following entries  in the ir  appropriate fields illustrate the initial productôs set-up 

steps . 

a.  ñDemo Calculator ò in the ñName ò field  ï our product name  

b.  ñDemoCalc ò in the ñIDò field  ï a unique identifier  for our product  

c.  ñ3ò as ñMajor ò and  ñ0ò as ñMinor  Version sò ï productôs major and minor versions  

d.  The ñEnabled ò checkbox ï indication for the Control Center that this is a live product 

and therefore Protection! Control Center will be able to generate licenses for this 

product.  

 

 

Figure 1 : General Product  Information  

4.3.2 Features Page 

The Productôs Features Page allows the user to define all product features. In our 

example we use two features ñBasicò and ñScientific ò, however, product features could 

contain any number of features.  This page shows the fe atures list as a grid where each 

feature occupies one row and the featuresô attributes are shown as columns. 

 

The user is able to enter feature attributes directly in the grid using in -place editing.  

The following entries in their appropriate fields illust rate the initial Features set -up 

steps:  

a.  ñ1ò in the ñIDò field  ï a unique identifier for the productôs feature 

b.  ñBasicò in the ñFeature Name ò filed ï the  name of the feature  
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c.  Enabled ñCò (Commercial)  checkbox  ï indicates that the feature is enabled for the 

commercial license  

d.  Enabled ñEò (Evaluation) checkbox ï indicates that feature is enabled for the 

evaluation license  

Repeat the above steps for the ñScientificò Feature. 

 

 

Figure 2 : Product Features  

4.3.3 Editions Page 

The Productôs Editions Page allows the user to define all product editions. In our 

example we use two editions ñStandardò and ñProfessionalò, however, product features 

could contain any number of features.  This page shows the Editions list as a grid where 

each edition o ccupies one row and each editionsô attributes are shown as columns. The 

Features  grid shows the features state for currently selected edition.  

 

The user is able to enter edition attributes directly in the grid using in -place editing.  

The following entries in their appropriate fields illustrate the initial Editions set -up steps:  

 

a.  ñ1ò in the ñIDò field  -  a unique ID for the productôs edition 

b.  ñStandardò in the ñEdition Name ò field  ï a name for the edition  

 

Repeat the above steps for the ñProfessionalò Edition. 

 

By default, features are selected (enabled) only for "C"  (Commercial ) and  "E"  

(Evaluation) for each of the applicationôs edition. In our Demo Calculator we modif ied  

our product feature set for the Standard and Professional Edition . In the Standard 

Editio n we have  uncheck ed Scientific Featureôs ñCò (Commercial) and ñEò (Evaluation) 

check -boxes  as Scientific Feature is not available in Demo Calculatorôs Standard Edition 
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for either  commercial nor evaluation license. We left  Professional Edition unchanged as 

both Features are already selected by default . 

 

 

Figure 3 : Product Editions  

4.3.4 License Page 

The Productôs License Page allows the user to define default license attributes . Later 

when a license is generated for our product thes e parameters would be set for every 

new license.  

 

For our Demo Calculator product we pre -set default Evaluation and Grace period. These 

values will be used as the default values for Evaluation and Grace periods during 

generation of the License file. Both o f these values can be changed at a later time when 

you are ready to generate a License.  

 

The following entries in their appropriate fields illustrate the initial License attributes 

set -up steps:  

 

a.  ñ15ò in the ñEvaluation Period ò field ï default Evaluation P eriod  

b.  ñ0ò in the ñGrace Period ò field ï default Grace Period  

 

 

Note: Even though we had left them blank, the developer  can specify an unlimited 

number of custom properties. These properties represent name -value pairs that could 

be embedded into a license a nd used by the application during license 

reading/validation.   
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Figure 4 : Default License Properties  

4.3.5 Integrity Check Page 

The Productôs Integrity Check Page allows the user to specify various Integrity Check 

configuration parameters which will be used by Control Center to generate appropriate 

integration code snippets and Integrity Build Configurations.  

 

We are going to skip Integrity Check Page for this exercise. For more information on 

Integrity Check Page see ñNew/Edit Product Dialogò topic later in this guide. 
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Figure 5 : Edit Product Dialog ï Integrity Check Page  

 

4.3.6 Integration Page 

The Productôs Integration Page allows the user to specify various Protection! API 

configuration parameters whi ch will be used by Control Center to generate appropriate 

integration code snippets.  

 

Note: Developers are strongly encouraged to use the generated code snippets as the 

main starting point during learning and integration of Protection! into their custom Java 

application.  

 

Here is a brief description of the License Location group :  

 The ñFolder ò field ï used to specify the folder  where Protection! should expect to find 

the license file for the application.  

 The ñFile Name ò field ï used to specify the name of t he license file . 

 The ñRelative to Users Home ò option ï if checked would inform Protection! to check 

for presence of the license file in the userôs home directory. 

 The ñResource Folder ò field -  is used to embed (usually Evaluation License) into the 

applicati on archive. This allows the developer to distribute his/her protected 

application with the embedded evaluation license and therefore minimizes the need 

for evaluators to contact the original developer/publisher in order to obtain an 

evaluation key.  

 

Note: In our scenario we left  the ñFolder ò field blank and check ed the ñRelative to User 

Home ò option. This will inform  Protection! to check for  the presence of the  license file in 

the user ôs home directory.  
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If the License should be locked to a specific compute r system then the ñLock License toò 

section could be used to specify default system attributes supported by Protection! 

Note: Other, user -definable attributes could also be used by the application developer if 

needed. Please see Protection! Developers Guid e for additional information.  

 

It is possible to specify additional configuration options:  

 ñUse Flexible Expiration ò -  specifies whether the expiration date of the read license 

should be adjusted based on the combination of the current system date and the  

specified  duration of the evaluation period. This option is useful  when creating  

evaluation bundle s where the end -user can  use the product for a specified number  of 

days starting from the applicationôs first usage date rather than from the license 

issue da te . 

 ñCheck Shutdown Date ò -  specifies that checking  for the applicationôs previous 

shutdown date is enabled . 

 ñMaintain Shutdown Date ò -  specifies whether the applicationôs previous  shutdown 

date should be maintained . 

 ñUse Stripped Activation Key Chars ò -  specifies that usage of the stripped activation 

key characters is enabled. If enabled then usage of the following alpha -numeric 

characters: 2, Z, 0, O, I, L, 1, 5, S is removed from the alphabet that is used to 

generate the Serial Number. Removal of these c haracters and numbers from 

generated Serial Number will reduce errors that could potentially occur during the 

manual typing of the Serial Number by the end -users . 

 ñAllow Silent Activation ò -  specifies that the Resolver  should silently try to activate 

the license using the Licensing Facade without showing any messages  to the end -

user . In such a case activation is fully transparent to the  end -user. If silent 

activation is fails  the end -user will be prompted for the input via License Activation 

Assistant Wizar d. 

 ñAccept License Agreement ò -  specifies whether the end -user should be prompted to 

accept the terms of the license agreement .  
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Figure 6 : Integration Options  

 

4.3.7 Company Page 

The Productôs Company page allows specifying information about the publisher/vendor 

company and product links.  

 

The ñProduct Links ò grid shows a list of the links where each link occupies one row and 

the linkôs attributes are shown as columns. There is a  fixed set of product links so the 

user is able  to specify only the linkôs attributes. The following attributes can be specified 

using in -place editing in the grid:  

 ñText ò -  is the text that you would like end -users to see in Protection! Dialogs 

(Protection! has several helper dialogs such as the About  Box. All Protection! dialogs 

are optional and can be turned on/off by developer). We will be using jProductivity 

website information to illustrate our example  

 ñURLò -  a URL, such as http://www.jproductivity.com , which will be used when the 

user clicks on the website hyperlink in Protection! Dialogs . Note: mailto URL schema 

must be in conformance with the RFC 2368 http://www.faqs.org/rfcs/rfc2368.html  

 ñToolt ipò ï is a Text that would render as a tooltip pop -up when the user moves 

his/her mouse pointer over the website hyperlink  

 

The following company attributes can be specified:  

 ñCopyright ò and ñCompany ò sections. These should be representative of the 

develop er company and its copyright statement.  

 ñCompany/Product Logo ò -  either a path to the  file or a path to the  resource could be 

used.  

http://www.jproductivity.com/
http://www.faqs.org/rfcs/rfc2368.html
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Figure 7 : Company Information and Links  

4.3.8 Secret Storages Page 

The Productôs Secret Storages Page allows the user to define parameters and location of 

the secret storages . 

 

For our Demo Calculator product we pre -set a single file -based Secret Storage located 

with the Relative to User Home option. This will tell Protection! to check for the secret 

storage file in the user home directory.  

 

 

The ñSecret Storages ò grid shows a list of the Secret  Storages where each Secret 

Storage occupies one row and Secret Storageôs attributes are shown as columns. The 

following controls allow maintaining the Secret Storages list:  

 

 The ñNewò button  ï creates  a new Secret S torage  by showing the New Secret 

Storage  Dialog.  

 The ñEditò button ï provides the ability to change currently selected Secret Storage.  

 The ñDelete ò button ï provides the ability to delete currently selected Secret 

Storage.  

N
o
te

 Even though we had setup only a single secret storage, the developer can specify an 

unlimited number of secret storages , both File and Preferences based.  
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Figure 8 :  Secret Storages Configuration  

 

In the New Secret Storage dialog it is possible to choose  several secret storage types . 

Choosing File Secret Storage 

In this case the user is able to specify the name of the file containing  Secret Storage, its 

location and whether the Secret Storage file shou ld be located under the userôs HOME 

folder.  

 

 

Figure 9 :  Adding a New File Secret  Storage  
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Code Snippets Page 

The Productôs Code Snippet page provides the ability to specify options for generation of 

Code Snip pets:  

License Code Snippet section allows specifying Code Snippet attributes for license 

reading and checking:  

 ñFile Name ò: Sp ecifies the location of the License Code Snippet file. Control Center 

will save the License Code Snippet Java file using this specified location. When 

generated, this file is ready to be inserted into your Java Project structure.  

 ñPackage ò: Specifies the p ackage name to be used in the License Code Snippet file.  

 ñClassò: specifies the class name to be used in the License Code Snippet file.  

 

Integrity Code Snippet section allows specifying Code Snippet attributes for Integrity 

checking:  

 ñFile Name ò: Specifies  the location of the Integrity Code Snippet file. Control Center 

will save the Integrity Code Snippet Java file using this specified location. When 

generated, this file is ready to be inserted into your Java Project structure.  

 ñPackage ò: Specifies the pack age name to be used in the Integrity Code Snippet file.  

 ñClassò: specifies the class name to be used in the Integrity Code Snippet file.  

 

 

 

 

Figure 10 : Code Snippets Properties  

 

N
o
te

 Developers are strongly encouraged to use the generated code snippets as the main 

starting point during integrati on of Protection! into their custom Java application.  
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We are going to leave License Code Snippet, Integrity  Code Snippet and E -mail 

Template blank for this exercise. These Pages allow for the design  of custom code 

Snippets and e -mail templates for a more advanced product configuration.  For more 

information on  these pages see ñNew/Edit Product Dialogò topic later in this guide.  

 

Click the ñOKò Button  to close the dialog and apply changes . 

 

Click the ñSaveò button on the  Protection! Control Center  toolbar  to save changes.  

 

4.4 Using Code Snippets to Quickly Embed Protection! into your Application 

 

After we had completed Demo Calculator product configuration, Protection! Control 

Center will g enerate ready - for - implementation java code snippets. To embed Protection! 

support into the custom Java application the developer need s to:  

1.  Add the Code Snippets generated by Protection! Control Center to your application. 

Write the appropriate code to hand le license checking results  (see @todo statements 

across source code for the places that need your attention ) . 

2.  Write the code to call the procedure that starts license checking. Typically, license 

checking should be called during the application startup; h owever, it can be called at 

any time during the application run cycle.  

 

 

Figure 11 : Sample Code Snippet  illustrating license checking  
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3.  Use Protection! Control Center to generate the license required to run the DemoCalc 

application.  

4.5 Generating a License 

 

The following procedure will generate a new license for our Demo Calculator produc t:  

1.  Select the License Shortcut  on Control Centerôs Shortcuts Side Bar. 

2.  The License screen , by default , is set to ñNew Licenseò mode so you do not need to 

click the ñNewò button.  If a new license needs to be generated, you can use the 

following:  a new License can be generated either by selecting the ñFile |  New  |  

License ò on the menu bar or by selecting the drop -down icon on the ñNewò button 

and choosing  the  ñLicenseò option. A Ctrl+Shift+L  key combination could be used to 

generate a new License as well.  

3.  Select an appropriate product from the Product drop -down field. Because we only 

have one product in our productôs database, Demo Calculator is already selected for 

us.  

4.  Select an appropriate edition. Please note: Protection! Control Center would 

automatically select the appropriate Product Features based on our Product Edition 

selection.  

5.  Select appropriate Major and Minor versions.  

6.  Type the new license number in the ñLicense Number ò field . 

7.  Select an appropriate license type. We will select Evaluation License at this time. 

Please note: Because we indicated 15 days as the Default Evaluation Period , the 

Protection! Control Cen ter automatically sets our license expiration date 15 days 

from the current system date. However, this value can be changed at this time if 

desired. We will leave it at  15 days for this exercise.  

 

Information in the License Screen should now appear as foll ows:  
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Figure 12 : Generating Sample License  

8.  Click the ñSaveò button  on the Control Centerôs toolbar  to save the license to a 

file.  

 

Now we are ready to deploy our license to the expected location ( see the Integration  

Page for information on the correct license location) . 

 

4.6 Testing the Protected Application 

 

To test our application , we would ne ed to build our Java sources, deploy our license and 

run our Demo Calculator application. Please note that if the license is missing, 

Protection! will present the user with the following Licensing Assistant Wizard indicating 

that the license is missing and  therefore providing several options in order to obtain the 

new license:  

 

 


